Digital Steganograpic techniques hide secret messages in a cover media (mostly image, audio or video) in an imperceptible manner which cannot be detected by unintended recipient. In addition to imperceptibility, security, capacity and robustness are the other major challenges for an effective steganographic technique. This article proposes a novel steganographic method, considering maximum secrecy, high capacity and robustness against certain attacks. The method utilizes uncompressed digital audio signals as the carrier and hides different types of digital payloads (image/text/audio) in the time domain. In the process of embedding multiple payload bits (either 2 bits or 3 bits) are embedded in each of the sample values at pseudo-random positions. The pseudo-random positions are generated using a logical expression which is devised as a function of both the cover and the payload involved to make the algorithm inherently robust against potential collusion attacks. Various objective and subjective metrics have been used to measure the performance of the proposed technique. Also test results have been presented to analyse its robustness against white noise and collusion attack.
INTRODUCTION
In recent years, the use of various kinds of digital media, such as image, audio or video have been rapidly increased in many real life applications. This has urged the development of new and effective ways to ensure their security for different purposes, namely copyright protection or transmitting sensitive information through electronic communication channel. Though cryptographic techniques can conceal secret messages they are unable to conceal their very existence as well as the sender and the receiver. Steganographic techniques, such as the one described in this paper, hide secret information in digital media in an imperceptible manner, so that they can only be detected or extracted by the intended recipient. Steganography employs an innocent-looking cover media for imperceptible transmission of secret data. At the receiver's end, the secret data can be recovered from the stego signal using the reverse algorithm. For assured security, the main concerns with steganographic methods [1] are the hiding capacity of the cover media and the quality of the stego media. Almost all digital file formats can be used as the carrier for steganography, but image, audio and video files are more suitable because of their widespread use and availability of redundant bits in them. Audio steganography is more challenging than image steganography because Human Auditory System (HAS) has wider dynamic range as compared to Human Visual System (HVS). Audio Steganography basically exploits the properties of Human Auditory System (HAS) which is considered as a very sensitive proposition. The critical band analysis in the inner ear where a frequencyto-location transformation takes place along the basilar membrane controls audio perception. Critical bands are defined as the power spectra of the received sounds on limited frequency bands [2] . But, common alterations in small differential ranges are also tolerated by HAS, i.e. loud sounds tend to mask out quiet sounds. There are some common environmental distortions, which may be ignored by listeners in most cases. Depending on these remarkable features, the researchers have started to utilize audio signals as carriers to hide data. Digital audio steganography [3] has emerged as a prominent source of data hiding across novel telecommunication technologies such as covered voice-over-IP, audio conferencing, etc. The particular importance of hiding data in audio files results from the prevailing presence of audio signals as information vectors in the human society. Most audio steganographic methods, proposed in the past few years, hide messages either in the time domain [4] by directly altering the bits of the cover audio samples, in transform domain [5, 6] using various transformation techniques or in a combination of both [7] . Different domains have their special features which make them suitable for different applications. The discrete format of digital audio is created by sampling a continuous analog signal at a specified rate. In computer system, digital audio is stored as a sequence of 0's and 1's. Using appropriate algorithm, it is possible to change the individual bits of a digital audio file, but this change in the binary sequence is not discernible to the human ear. In one of the earlier works by the authors [8] a technique had been proposed that hides different types of information (image, text or audio) in a cover audio signal with enhanced security and greater imperceptibility than other similar techniques. This paper presents a method that extends that idea with increased capacity and robustness against certain attacks. It increases hiding capacity by embedding multiple (2 or 3) bits per sample of the cover audio signal as compared to only 1 bit per sample in the earlier one. As we know that hiding capacity [9] and imperceptibility are two major aspects of steganography, they are inversely related, i.e. when capacity goes high imperceptibility gets affected. But the proposed method in this paper is capable of keeping the imperceptibility of the stego audio signals high with respect to HAS. Also analysis has been done with the help of various objective metrics for the two scenarios, inserting 2 bits/sample and 3 bits/sample using the same algorithm. This paper is organized in the following order. Section 2 presents a discussion on the background and related work in LSB technique of Audio steganography. The methodology of the proposed technique is explained in section 3. The embedding and extraction algorithms of the technique are detailed in section 4. Experimental results based on subjective and objective measures are depicted in section 5 and application of white noise and collusion attacks are explained in section 6. Finally conclusion is drawn in section 7 followed by acknowledgement and references.
BACKGROUND AND RELATED WORK
Secret data embedding in digital audio file can be implemented by methods [10, 11] like LSB Coding, Phase Coding, Parity Coding and Spread Spectrum. In LSB coding technique least significant bit is used to fabricate the secret data. In phase encoding scheme the phase of the cover audio is replaced with reference phase derived from the payload. In parity coding mechanism the cover signal is divided into regions, the parity bit of each region is calculated and matched with the payload bit. Then depending on the parity matching result embedding is done. In spread spectrum method the secret information is spread over the cover audio's frequency spectrum as much as possible. In this context, some of the notable research works are mentioned in the domain of Least Significant Bit encoding based audio steganography:
(1) LSB Modification and Phase Encoding Technique of Audio Steganography Revisited -Dr. Samir K Bandopadhyay et al. [12] focused on the negative aspects of both the techniques on individual application and proposed different environments of using these two techniques to their fullest capacity. (2) Information Security using Audio Steganography -A Survey -B. Santhi et al. [13] emphasized on the improvement of efficiency and robustness of LSB technique by incorporating even parity coding with LSB technique. (3) Higher LSB Layer Based Audio Steganography Technique -Dr. Samir K Bandopadhyay et al. [14] proposed a audio steganographic method that can adjust other bits in such a way such that the stego audio signal resulting from embedding data in higher LSB layer is perceptually indistinguishable from the host audio signal. (4) Information Hiding in Audio Signals -Prof. H.B. Kekre et al. [15] implemented two tiers encoding technique to provide an additional level of security. In the first method, the information is hidden by altering LSBs indirectly considering parity of samples of cover audio and in the second method information is hidden by performing XOR operation on LSBs. (5) An audio steganography by a low-bit coding method with wave files -Masahiro Wakiyama et al. [16] propose a new method of high-capacity embedding in digital audio by improving the low-bit coding. Emphasis is made on the position of embedding and obtains big capacity without the variation in original data context. (6) Reduced distortion bit-modification for LSB audio steganography -Nedeljko Cvejic et al. [17] present a novel LSB audio data hiding method that reduces embedding distortion of the host audio. Hidden bits are embedded into the higher LSB layers, i.e. from 4 th to 6 th LSB layers while still maintaining the perceptual transparency of the watermarked audio signal. This improvement in robustness in presence of additive noise significantly lowers the bit error rates as compared to other standard algorithms. (7) Hiding Text in audio using Multiple LSB Steganography -S.S.
Divya et al. [18] proposes an approach of substitution technique of audio steganography that embeds message bits into multiple and variable LSBs to improve the capacity of data hiding of cover audio by 35% to 70%.
The facts described in the existing algorithms reveal that digital data can be effectively hidden in an audio with imperceptible degradation to the host audio but less protection against some attacks. Moreover, the payload, that needs to be hidden, is not confined only to audio, but can also be text or image.
PROPOSED METHODOLOGY
RASSTD technique improves document authenticity by performing multi-layer embedding of payload data in an audio signal. This blind steganographic method uses both the channels of a stereo audio signal for embedding. In addition to this, the capacity of payload is significantly increased by implementing the same algorithm in two ways, i.e. embedding 2 bits per sample and 3 bits per sample of each channel. Though size of the payload is highly escalating still different test results show high imperceptibility of the stego audio signals. A 160-bit (SHA-1) message digest of the payload is also computed and embedded in the cover audio along with the payload data itself. This particularly becomes advantageous when it is necessary to detect the integrity and authenticity of the carrier audio signal at the time of extraction. This can be done at the receiving end, where the extraction algorithm recomputes the message digest of the extracted payload and compares it with the extracted message digest. They will never match, had there been a single bit of change in the carrier audio signal. Figure 1 , shown below, demonstrates the overall insertion and extraction processes of this algorithm.
THE TECHNIQUE
Using the insertion algorithm, the bits of the payload data (image, text or audio) are embedded into the sample values of the host audio signal which produces a stego audio signal. The produced stego audio is then transmitted to the receiver and the payload is retrieved from the stego audio using the extraction algorithm. Insertion is performed in sample amplitude values of the carrier audio depending on the volume of the payload and bits are embedded at pseudorandom positions (1 st −4 th ), generated using a self-devised logical function. In the process of extraction, the payload is retrieved from the sample amplitude values of the stego audio. The process of retrieval works by extracting bits from the sample values sequentially and bytes are formed to reproduce the payload and the 160-bit message digest. The location of extraction of each bit is derived with the help of the same logical function, used in the insertion process. The algorithms for insertion and extraction are vividly explained in the following sub-sections.
Insertion Algorithm
Input: A PCM WAVE source audio and a payload file (image/text/audio). 
Adjustments for Noise Control
The additional noise resulting from the embedding of payload data is reduced by modifying the unaffected bits of the stego audio sample. This procedure is applied only if the original sample and the resulting stego sample differ and is done by altering the bits on the right (i.e. towards LSB) and/or left (i.e. towards MSB) of the stego sample with respect to the value of highest LSB position obtained for embedding.
Extraction Algorithm
Input: A stego PCM WAVE audio. Output: The extracted payload and the message digest.
Steps:
1 Read a sample amplitude value from the input audio.
2 Generate 2 or 3 distinct pseudo-random values (ranging between 0 and 3) depending on the requirement for 2 bit or 3 bit embedding. 3 Extract 2 or 3 bits from the sample value from the positions obtained in the previous step. 4 Repeat steps 2 to 3 to extract 8 consecutive bits to form a byte of the payload data. 5 Write the generated byte obtained in step 4 into the output file. 6 Repeat steps 1 to 5 until all the bytes of the payload are extracted. 7 Generate a 160-bit message digest (SHA-1) of the extracted payload. 8 Compare the two message digests to check the authenticity of the extracted payload. 9 Stop.
Generation of Pseudo-random Position
A function f (x, y) [8] has been devised to generate 2-bit pseudorandom values to dynamically determine positions for embedding/extraction of message bits. Here, x is a Boolean variable and its value is deduced from the cover audio signal, whereas, y is a positive integer variable and its value may range between 0 and 7, which is derived from the payload data. Consideration of these two parameters from two sources, one from the cover and the other from the payload, has some specific purpose which has been discussed in subsection 6.2.
EXPERIMENTAL RESULTS AND ANALYSIS
Extensive study has been made on various types of audio used in the proposed technique. After executing the insertion algorithm the quality of each output stego audio is examined using various objective and subjective metrics [19] .
Objective Measures
(1) Mean Square Error (MSE): Computes an error signal by subtracting the test signal from the reference, and then computing the average energy of the error signal. It is expressed as,
where, N denotes the total number of samples in the original audio, e corresponds to the original audio sample andē corresponds to the stego audio sample.
(2) Signal to Noise Ratio (SNR): It is a measure that compares the level of a desired signal to the level of background noise. It is defined as the ratio of signal power to the noise power and a ratio higher than 1:1 indicates more signal than noise. It is mathematically expressed as,
where,
2 represents the energy of the original audio and x corresponds to the original audio sample.
(3) Peak Signal to Noise Ratio (PSNR): Defined as the ratio between the maximum possible power of a signal and the power of corrupting noise that affects the fidelity of its representation. It is expressed as,
where, b is the bit depth of the original audio signal.
Subjective Measure
Though objective measures are considered as the most common procedure for the measurement of noise difference between the original and stego audio signals, they do not prove authentic during consideration of some specific characteristics of HAS. 
Results
This section describes the test results and performance analysis of RASSTD in terms of MOS, MSE, SNR and PSNR. Also a comparative study has been done with LASSD [8] in terms of Signal-toNoise Ratio (SNR) and Peak Signal-to-Noise Ratio (PSNR) analysis.
The proposed scheme has been tested with a variety of CD quality stereo audio signals, sampled at a rate of 44. It is also observed that in comparison to the earlier technique, Lossless Audio Steganography in Spatial Domain (LASSD), the average SNR and PSNR values has impressively increased in case of 2 bits/sample and are competitive in case of 3 bits/sample, even when the embedded payload sizes are significantly greater than that of LASSD. The results obtained after comparison are presented in tables 5 and 6 respectively and graphical analysis of SNR and PSNR have been done in figure 4.
PERFORMANCE AGAINST SPECIFIC ATTACKS

White Noise Attack
The samples used for embedding procedure introduce low power Additive White Gaussian Noise (AWGN) [20] which is highly detectible by HAS. Subjective listening tests prove that, in average, the maximum LSB depth that can be used for LSB based steganography without causing noticeable perceptual distortion is the fourth LSB layer when 16 bits per audio samples are used. Robustness of the algorithm using the LSB coding method increases, with the increase of the LSB depth used for hiding data. Hence, improvement of robustness due to increase of depth of the used LSB layer is restrained by perceptual transparency bound, which is the fourth LSB layer for standard LSB coding algorithms. Generally the value of signal-to-noise ratio (SNR) above 20dB guarantees a reasonable good audio quality. Our algorithm has addressed this problem by making necessary adjustments for noise control during embedding and keeping the SNR value well above 20dB. This minimizes the effect of noise on the audio quality and the intended receiver receives clear audio. The experimented audio signals are analyzed carefully during listening. Figure 5 shows the amplitude comparison of some of the source and stego audio signals and it can be observed that there is hardly any visible difference between the source and stego audio signals.
Collusion Attack
Collusion attack [20] is one of the most common steganalytic attacks which can be effective in two different scenarios. Firstly the attacker has more than one stego audio with the same payload in his/her possession. This enables the attacker to extract and identify the pattern of payload. The second method is effective when the adversary acquires several copies of a stego audio, each having a different payload. These copies can be combined to make the payload undetectable. To combat this attack, every copy of the cover audio must have different embedding policy, so the attacker cannot predict the embedding location and the payload by colluding many copies of the stego audio. The word "policy" actually means that there are multiple copies of a single audio such that no two audio have the same embedding pattern. The owner always has a set of different policies used to embed the payload and can always extract the payload from the stego audio by applying appropriate policies. For example, if the payload X is embedded in 4 different cover audio namely A, B, C and D then the attacker may not be able to detect the payload X by colluding the set of stego audio A , B , C and D respectively. As a counter-measure, certain information from both the cover audio and the payload data are involved to generate the pseudo-random positions for embedding and extraction of the payload bits. Considering the odd parity of the current sample of the cover audio, the last embedded bit of the payload data and the position of the current embedded bit, two or three distinct pseudo-random values between 0 and 3 have been computed. This unique feature makes this algorithm inherently immune to any potential collusion attack.
CONCLUSION
The proposed algorithm RASSTD has put an effort to efficiently utilize audio signals to hide and transmit any type of message in the form of image, text or audio. Capacity for hiding data has been significantly increased by efficiently embedding multiple bits per sample while maintaining imperceptibility of the stego audio signal at a substantial rate. In support to this, experimental results are presented and assessed by both objective and subjective metrics. Security aspect has been enhanced by embedding the data bits of the payload in pseudo-random positions of the carrier samples and also emphasis has been given to make this algorithm robust against certain steganographic attacks. Comparative analysis has also been made with the earlier work of the authors in the same domain to highlight the improvements in RASSTD in several aspects.
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